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INTRODUCTION

The present study delves into the intricate relationship among diplomacy, technology, and 
governance, with a particular focus on the United Nations Committee on the Peaceful Uses of 
Outer Space (COPUOS). The article underscores how the intermingling of these three factors 
has played a crucial role in shaping the work of the Committee and steering the development 
of international norms and standards for space activities. Drawing attention to the challenges 
and opportunities presented by this interplay, the study proposes strategies to enhance cyber 
diplomacy endeavours in the space sector.

The article starts by introducing the three concepts mentioned above, i.e., diplomacy, 
technology, and governance, placing them in the context of COPUOS. It also provides a brief 
history of COPUOS and its mandate to promote international cooperation in the peaceful uses 
of outer space. The article then examines how diplomacy, technology, and governance intersect 
in the work of COPUOS by exploring (a) the role of diplomacy in facilitating international 
cooperation and consensus-building in the development of space norms and standards; 
and (b) the role of technology in driving innovation in the space sector and the need for 
effective governance to ensure the safe and sustainable use of space. Furthermore, the article 
analyses challenges and opportunities. It discusses the potential for emerging technologies 
such as artificial intelligence and blockchain to enhance the work of the Committee, but also 
the challenges of regulating these technologies in the absence of international consensus 
(Balogh, 2012). Finally, the article suggests ways to enhance cyber diplomacy efforts in 
the space sector, including the need for increased transparency and information-sharing, the 
importance of capacity-building initiatives, and the potential for multi-stakeholder approaches 

THE INTERWEAVING OF DIPLOMACY, TECHNOLOGY, 
AND GOVERNANCE: THE CASE OF THE UN COPUOS

Ulpia Elena BOTEZATU
Romanian Space Agency 

21-25 Mendeleev Street, District 1, Bucharest, Romania 
ulpia.botezatu@rosa.ro 

Abstract: This article explores the interplay between diplomacy, technology, and governance in 
the context of the work within the United Nations Committee on the Peaceful Uses of Outer Space 
(COPUOS). It highlights how the convergence of these three factors has shaped the work of the 
Committee and influenced the development of international norms and standards for space activities 
by exploring the cases of the Outer Space Treaty and the Space Debris Mitigation Guidelines. The 
article also analyses the challenges and opportunities presented by this interweaving and suggests 
ways to enhance cyber diplomacy efforts in the space sector. The article concludes by emphasizing the 
importance of considering the subjects of diplomacy, technology, and governance in a joint manner, 
for shaping the future of space activities and the need for continued cooperation and collaboration 
in this field.
Keywords: COPUOS, Cyber diplomacy, Emerging technologies, Space governance, 
International cooperation.

https://doi.org/10.54852/ijcd.v4y202301



ijcd.ici.ro

International Journal of Cyber Diplomacy / 20234

to space governance (Qizhi, 1986). The article concludes by emphasizing the importance of 
the interweaving of diplomacy, technology, and governance in shaping the future of space 
activities and the need for continued cooperation and collaboration in this field.

BACKGROUND AND CONTEXT 

Since the historic launch of the first human into space in 1961 (Space Center Houston, 2019), 
space exploration and utilization have been gaining significant momentum and relevance 
for scientific, economic, and strategic purposes. Today, space activities have transcended 
national boundaries and evolved into a global pursuit, which has underscored the growing 
necessity for international collaboration to tackle challenges related to the peaceful use and 
exploration of outer space.

In this convoluted high-tech context, diplomacy plays an integral role in negotiating and 
establishing international agreements among states to ensure the peaceful and sustainable use 
of outer space. The advancement of technology has been instrumental in facilitating space 
exploration, as it enables new opportunities and creates complex challenges. Meanwhile, 
space governance encompasses the legal and regulatory frameworks that aim to manage and 
ensure the responsible use of space, albeit much work remains to be done. 

The United Nations Committee on the Peaceful Uses of Outer Space is the principal 
international forum for collaboration on space activities. Established in 1959, COPUOS boasts 
110 member states (United Nations Office for Outer Space Affairs, 2023), making it one of the 
most significant and influential bodies in space governance. The organization is responsible for 
developing legal frameworks, promoting international cooperation, and providing guidance 
on space technology and applications.

Given the growing importance of space exploration and governance, as well as the pivotal 
role of diplomacy, technology, and space governance in international collaboration, this article 
examines the convergence of these three elements in the work of COPUOS. By providing a 
comprehensive overview of COPUOS, this article aims to foster a deeper understanding of 
the challenges and opportunities related to international cooperation in the realm of space.

RESEARCH PROBLEM AND MOTIVATION 

The article aims to address the research problem of understanding the role of the United 
Nations Committee on the Peaceful Uses of Outer Space at the crossroads of diplomacy, 
technology, and space governance. It seeks to investigate how COPUOS employs diplomacy 
to create agreements among states, how it integrates technology into its legal and regulatory 
frameworks, and how it adapts space governance to address the current and future challenges 
of space activities.

The motivation for this research is twofold. First, the increasing significance of space 
exploration and its impact on global affairs necessitate the establishment of effective and 
inclusive governance frameworks. COPUOS is one of the most prominent international 
forums for cooperation on space activities, and understanding its role is essential for ensuring 
the peaceful and responsible utilization of outer space.
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Second, while there have been some studies on COPUOS and its activities, a comprehensive 
analysis of its work and the convergence of the three components, namely diplomacy, 
technology, and space governance, is yet to be conducted. Therefore, this article aims to fill 
this gap by providing a comprehensive overview of COPUOS and its role in governance, 
contributing to a better understanding of the opportunities and challenges presented by the 
interplay of these factors.

Considering the escalating importance of space-related activities and their worldwide effects, 
it is of utmost importance to establish efficient and comprehensive governance structures. The 
Committee on the Peaceful Uses of Outer Space is one of the most prominent global platforms 
for fostering collaboration on space-related endeavours. Its pivotal role in the convergence 
of diplomacy, technology, and space governance is fundamental in ensuring the peaceful and 
responsible utilization of outer space. Hence, the primary research objective of this article is to 
comprehend the role of COPUOS in the convergence of these three fundamental components.

To achieve this research objective, the article sets forth several goals, including an overview 
of the origin and mission of COPUOS and a scrutiny of its legal and regulatory frameworks. 
Moreover, the article explores the role of diplomacy in the work of COPUOS and how it 
facilitates the negotiation and establishment of agreements among member states. Furthermore, 
this research delves into how COPUOS integrates technology in its operations, including how 
it addresses novel technologies and their influence on space activities.

The article also aims to analyse how COPUOS is evolving to address the current and future 
challenges of space activities, such as space debris, space weather, and the commercialization 
of space. To provide a more in-depth understanding of the impact of COPUOS on space 
governance, the article provides case studies, including its contributions to the Outer Space 
Treaty and the development of the Space Debris Mitigation Guidelines.

By achieving these objectives, the article aims to provide a comprehensive analysis of 
COPUOS and its role in the convergence of diplomacy, technology, and space governance. 
Furthermore, it seeks to contribute to a better understanding of the challenges and opportunities 
of international cooperation in space and provide insights into the future of space governance.

THE INTERPLAY BETWEEN DIPLOMACY, TECHNOLOGY, AND GOVERNANCE

The interplay between diplomacy, technology, and governance has become increasingly 
important in the context of the United Nations Committee on the Peaceful Uses of Outer 
Space, which was established in 1959, to promote international cooperation in the peaceful 
uses of outer space. As the space industry continues to grow and evolve, the interweaving of 
these three elements has become even more essential to ensure the safe and sustainable use 
of space.

Diplomacy plays a critical role in fostering global collaboration and the establishment of 
shared principles and guidelines in the advancement of space norms and standards. COPUOS 
provides a forum for member states to discuss and negotiate a wide range of issues related 
to space governance (Balogh, 2012). Diplomatic efforts have led to the creation of five key 
international treaties, including the Outer Space Treaty and the Moon Agreement, which 
establish the legal framework for space activities and promote the peaceful use of outer 
space. These agreements reflect the importance of diplomacy in the development of space 



ijcd.ici.ro

International Journal of Cyber Diplomacy / 20236

governance and the need for international cooperation to ensure the safety and sustainability 
of space activities.

Technology has also played a crucial role in driving innovation in the space sector. As new 
technologies emerge, they create opportunities for new space activities and applications. 
However, they also present new challenges that must be addressed to ensure the safety 
and sustainability of space activities. COPUOS addresses these challenges by working to 
incorporate emerging technologies into its work and developing guidelines and standards for 
their safe use. For example, as the next section will show, COPUOS has developed the Space 
Debris Mitigation Guidelines, which provide recommendations for the design and operation 
of space systems to minimize the generation of space debris. This highlights how technology 
and governance can work together to address challenges in the space sector.

Effective governance is essential to ensure the safe and sustainable use of space. COPUOS 
plays a critical role in this regard by developing guidelines and standards for the safe 
and sustainable use of outer space. Its work in this area includes the development of the 
aforementioned Space Debris Mitigation Guidelines, as well as guidelines for the long-term 
sustainability of outer space activities (Brachet, 2012; Martinez, 2021). By promoting effective 
governance, COPUOS helps to ensure that the benefits of space activities are realized while 
minimizing their negative impact on the environment and other space activities.

THE CASE OF THE OUTER SPACE TREATY

The Outer Space Treaty (United Nations Office for Outer Space Affairs, 1966) is a critical 
example of how diplomacy, technology, and space governance are interwoven. Adopted in 
1967, it is a foundational treaty for international space law, providing the framework for the 
peaceful exploration and use of outer space. The treaty represents a crucial achievement in 
the history of space diplomacy and is a prime example of how international cooperation has 
helped to shape space governance (Peter, 2007; Polkowska, 2020; Prantl & Goh, 2022).

One of the main ways in which diplomacy is integrated into the Outer Space Treaty is through 
its provisions on the peaceful use of outer space. Article IV of the treaty stipulates that the 
exploration and use of outer space shall be carried out for the benefit and in the interests of 
all countries, and shall be free for exploration and use by all States without discrimination. 
This provision underscores the importance of cooperation among states and the necessity for 
diplomacy to facilitate such cooperation. Moreover, Article IX of the treaty requires that states 
parties to the treaty shall consult and cooperate with each other in the peaceful exploration 
and use of outer space. This obligation highlights the need for diplomacy in the development 
and implementation of international space law.

Technology also plays a critical role in the Outer Space Treaty. The treaty acknowledges 
the rapid advances in technology and the importance of technological innovation for the 
development of space activities. For example, Article III of the treaty prohibits the placement 
of nuclear weapons or any other weapons of mass destruction in outer space, emphasizing 
the importance of responsible use of technology in outer space. Furthermore, the treaty’s 
provisions on the liability for damages caused by space objects (Article VII) and the 
registration of space objects (Article VIII) underscore the importance of technology in the 
practical implementation of international space law.
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Finally, space governance is a central aspect of the Outer Space Treaty. The treaty established 
a legal and regulatory framework for the exploration and use of outer space, emphasizing 
the importance of cooperation and the peaceful resolution of disputes. The treaty provides 
the basis for the development of subsequent international agreements and guidelines that 
address emerging challenges in space governance. For example, the Space Debris Mitigation 
Guidelines are a key instrument for addressing the issue of space debris, which is an 
increasingly pressing challenge for space governance.

In conclusion, the Outer Space Treaty is a crucial example of how diplomacy, technology, and 
space governance are intertwined. The treaty’s provisions on the peaceful use of outer space, 
technology, and liability for damages caused by space objects, as well as the registration of 
space objects, demonstrate the importance of diplomacy and technology in the development 
and implementation of international space law. The treaty also emphasizes the importance 
of space governance in ensuring the peaceful and responsible exploration and use of outer 
space. The treaty’s legacy continues to influence the development of international space law 
and policy, highlighting the ongoing interweaving of diplomacy, technology, and governance 
in the realm of outer space.

THE CASE OF THE SPACE DEBRIS MITIGATION GUIDELINES

The issue of space debris has become increasingly pressing in recent years, as the number 
of objects in Earth’s orbit continues to grow. Space debris poses a significant risk to both 
space assets and human life, and effective governance frameworks are needed to address 
this challenge. The development of the Space Debris Mitigation Guidelines (UN Committee 
on the Peaceful Uses of Outer Space, 2023) represents another meaningful example of how 
diplomacy, technology, and space governance have merged to address this issue.

The guidelines were developed under the auspices of COPUOS and were first adopted in 2007. 
They provide a framework for spacefaring nations and organizations to mitigate the generation 
of debris and limit the long-term growth of the debris population through the implementation 
of measures such as designing satellites with end-of-life disposal in mind and limiting the 
release of debris during normal operations (Brachet, 2012).

The development of the guidelines was a collaborative effort that involved input from a 
wide range of stakeholders, including space agencies, industry, and academia. Diplomacy 
played a crucial role in bringing these stakeholders together and reaching a consensus on 
the guidelines. The process was facilitated by COPUOS, which provided a neutral platform 
for negotiations and ensured that the guidelines reflected the interests of all parties involved 
(Froehlich, et al., 2020).

Technology was also an essential component of the development of the guidelines. The 
guidelines draw on the latest scientific and technical knowledge to ensure that the measures 
implemented are effective in mitigating the generation of debris. For example, they 
specify that satellites should be designed with end-of-life disposal in mind to minimize 
the generation of debris. The guidelines also take into account the impact of emerging 
technologies, such as mega-constellations of small satellites, and provide recommendations 
for their responsible deployment.
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The development of the Space Debris Mitigation Guidelines is a testament to the importance 
of space governance in addressing the challenges of space activities. The guidelines provide 
a framework for responsible behaviour in space and serve as a model for future international 
cooperation in addressing space debris and other challenges. They are an excellent example of 
how diplomacy, technology, and space governance can work together to promote the peaceful 
and responsible use of outer space. Moreover, the Guidelines represent the foundation on 
which currently other initiatives are being built, such as the ones related to Space Traffic 
Management, as well as the Guidelines for the Long-term Sustainability of the Outer Space 
Affairs (Martinez, 2021). 

In conclusion, the development of the Space Debris Mitigation Guidelines is a clear example 
of how diplomacy, technology, and space governance have merged to address the pressing 
challenge of space debris. The guidelines were developed through a collaborative effort that 
involved a wide range of stakeholders and drew on the latest scientific and technical knowledge.

The interweaving of diplomacy, technology, and governance is essential to the safe and 
sustainable use of outer space. COPUOS plays a critical role in facilitating international 
cooperation and developing guidelines and standards to ensure the responsible use of space. 
As the space industry continues to evolve, it will be essential for these three elements to work 
together to address the challenges and opportunities of space activities.

CHALLENGES AND OPPORTUNITIES OF MEDIATING DIPLOMACY, TECHNOLOGY, 
AND GOVERNANCE

This section will analyse the challenges and opportunities presented by the interweaving 
of diplomacy, technology, and governance in the context of COPUOS. It will explore the 
potential for emerging technologies to enhance the work of COPUOS, while also examining 
the challenges of regulating these technologies in the absence of international consensus. 
Furthermore, it will discuss the importance of diplomacy in navigating these challenges 
and building a shared understanding of the benefits and risks associated with emerging 
technologies in the space sector.

The interplay between diplomacy, technology, and governance in the context of COPUOS 
presents both challenges and opportunities for the peaceful uses of outer space (Jakhu, 2019). 
As technology continues to advance, the governance framework must adapt to address 
emerging issues such as cybersecurity, space debris, and the commercialization of space 
activities. This presents a complex interplay between the technological advances driving 
innovation in the space sector and the need for effective governance to ensure the safety, 
security, and sustainability of space activities.

In addition, the development of new technologies such as artificial intelligence and blockchain 
presents opportunities for enhancing the work of COPUOS, but also raises concerns around 
regulatory frameworks (Von der Dunk, 2020 (Dennerley, 2016) (Froehlich, et al., 2020)) and 
the need for international consensus. As COPUOS works to address these challenges and 
opportunities, the role of diplomacy becomes increasingly crucial in facilitating international 
cooperation, consensus-building, and conflict resolution.
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ARTIFICIAL INTELLIGENCE AND SPACE GOVERNANCE

Artificial intelligence (AI) is a rapidly advancing technology that has the potential to 
revolutionize various fields, including space exploration and utilization. In the context of the 
COPUOS, AI presents both challenges and opportunities.

One opportunity of AI in space is its potential to enhance space situational awareness 
and support space traffic management. The use of AI algorithms for object detection and 
classification in satellite imagery has been explored in recent years, and has shown promising 
results in detecting space debris and identifying potential collision risks (Skrzypiec, 2021). 
AI can also assist in predicting the behaviour of space weather and mitigating its impact 
on space activities (Young et al., 2019). Nevertheless, despite the progress made, there is 
still a considerable amount of work that needs to be done to refine these algorithms. These 
capabilities can ultimately contribute to the safety and sustainability of space activities, which 
is a key priority for COPUOS.

However, the use of AI in space activities also presents challenges in terms of governance 
and regulation (Dodge & Kitchin, 2007). The lack of international consensus on ethical and 
legal frameworks for AI poses a potential threat to the peaceful uses of outer space. The 
use of autonomous systems in space, for instance, raises concerns over the delegation of 
decision-making to non-human actors and the possibility of unintended consequences (Rayner, 
2017). The potential for dual-use applications of AI, such as the development of anti-satellite 
weapons, also poses a threat to the peaceful uses of outer space (Lyall & Scott, 2018).

In response to these challenges, COPUOS has taken steps to address the governance of AI 
in space. The Committee has recognized the importance of international cooperation and 
consensus-building in developing norms, standards, and guidelines for the safe and responsible 
use of AI in space activities (Rayner, 2017). COPUOS has also established working groups 
to address emerging issues related to space traffic management and space weather, which are 
areas where AI can play a significant role.

In conclusion, while AI presents both opportunities and challenges in the interplay of 
diplomacy, technology, and governance in space activities, it is clear that effective governance 
is necessary to ensure the safe and responsible use of this technology. COPUOS plays a crucial 
role in this regard, through its efforts to promote international cooperation and develop norms 
and standards for the peaceful uses of outer space.

BLOCKCHAIN TECHNOLOGY AND THE UNITED NATIONS

Blockchain technology has been identified as a potential game-changer in the space industry 
due to its ability to facilitate secure and transparent transactions and data sharing among 
different stakeholders. The technology has already been applied in various areas such as satellite 
communications, space debris mitigation, and space-based internet services (Chakraborty et 
al., 2019). However, there are challenges associated with the use of blockchain technology, 
including regulatory hurdles and the need for a standardized approach regarding its adoption 
in the space industry (Dodge & Kitchin, 2007).
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COPUOS has recognized the potential of blockchain technology and has been actively 
exploring its application in the context of space governance. In 2018, COPUOS established 
a working group to study the potential of blockchain technology in the space sector and 
to develop guidelines for its use. The working group is composed of experts from various 
countries and organizations, including the European Space Agency, the Japan Aerospace 
Exploration Agency, and the International Telecommunication Union.

One potential application of blockchain technology in the space sector is the creation of a 
decentralized satellite registry system that would provide real-time information about the 
ownership, location, and trajectory of satellites. Such a system could help prevent satellite 
collisions and improve space traffic management. Blockchain technology presents an 
opportunity for secure and transparent data sharing among various stakeholders, such as 
satellite operators, government agencies, and academic institutions, opening up possibilities 
for diverse applications.

Despite its potential, the adoption of blockchain technology in the space sector faces 
challenges, including the need for international standards, regulatory frameworks, and 
technical expertise (Murdoch, 2018). COPUOS has been working to address these challenges 
by developing guidelines and standards for the use of blockchain technology in the space 
sector. These guidelines will be crucial in ensuring that the adoption of blockchain technology 
in the space sector is safe, secure, and sustainable.

In conclusion, blockchain technology has the potential to transform the space sector by 
facilitating secure and transparent transactions and data sharing among different stakeholders. 
However, its adoption in the space sector faces challenges that need to be addressed, including 
the need for international standards and regulatory frameworks. COPUOS has recognized the 
potential of blockchain technology and has been working to develop guidelines and standards 
for its use in the space sector.

ENHANCING CYBER DIPLOMACY EFFORTS

Cyber diplomacy (Barrinha & Renard, 2017) has become an increasingly important aspect 
of space governance as our reliance on space-based technologies grows. However, with 
the proliferation of cyber threats and the potential for cyber-attacks to disrupt critical space 
systems, there is a need for enhanced efforts in cyber diplomacy to mitigate these risks. In 
this section, ways to enhance cyber diplomacy efforts in the space sector will be explored, 
including the importance of increased transparency and information-sharing, the need for 
capacity-building initiatives to strengthen cyber resilience, and the potential benefits of multi-
stakeholder approaches to space governance. By addressing these issues, the effectiveness 
of cyber diplomacy efforts can be improved and a safer and more secure space environment 
for all can be promoted.

Cyber diplomacy is an essential aspect of space governance as it addresses the challenges 
and opportunities presented by the interweaving of diplomacy, technology, and governance 
(Attatfa, et al., 2020). Enhancing cyber diplomacy efforts is crucial for promoting international 
collaboration and the cultivation of consensus in shaping space norms and standards. 
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One way to enhance cyber diplomacy efforts in the space sector is to promote increased 
transparency and information-sharing among spacefaring nations. This can be achieved through 
the establishment of open channels of communication and collaboration, such as the sharing of 
data and best practices. COPUOS plays a crucial role in facilitating such cooperation (Qizhi, 
1986) and has established working groups on various aspects of space governance, including 
cyber security. These working groups serve as forums for international dialogue and collaboration 
on space-related issues and can help enhance cyber diplomacy efforts in the space sector.

Another way to enhance cyber diplomacy efforts is through capacity-building initiatives. 
Capacity-building initiatives can help developing countries build their cyber security 
capabilities, and contribute to a more secure and sustainable use of space. The United Nations 
Office for Outer Space Affairs (UNOOSA) has launched several capacity-building initiatives, 
including the Space for Women project, which aims to increase the participation of women 
in the space sector, and the Access to Space for All initiative, which provides opportunities 
for developing countries to access space technologies and applications. These initiatives can 
help build the technical and institutional capacity of developing countries to address cyber 
security challenges in the space sector.

Finally, multi-stakeholder approaches to space governance can also enhance cyber diplomacy 
efforts in the space sector. Multi-stakeholder approaches involve collaboration between 
governments, the private sector, civil society, and other stakeholders in the development of 
space norms and standards. Such approaches can help ensure that the perspectives and interests 
of all stakeholders are taken into account, and can contribute to a more inclusive and effective 
space governance system. The Global Counterterrorism Forum’s Space Security Initiative, for 
example, is a multi-stakeholder initiative (Chertoff, 2018; Kolovos, 2023) that brings together 
government and industry experts to address space security challenges, including cyber threats.

In conclusion, enhancing cyber diplomacy efforts is crucial for encouraging the development 
of space norms and standards through international cooperation and the consensus-building 
process. Increased transparency and information-sharing, capacity-building initiatives, and 
multi-stakeholder approaches to space governance can all contribute to a more secure and 
sustainable use of space. These efforts can help ensure that the benefits of space exploration 
and utilization are shared equitably and sustainably by all nations and peoples.

CONCLUSION

The interplay between diplomacy, technology, and governance is crucial for the development 
and regulation of space activities. This article has explored how these three elements intersect 
in the work of COPUOS, the challenges and opportunities presented by emerging technologies 
such as artificial intelligence and blockchain, and ways to enhance cyber diplomacy efforts 
in the space sector.

It is clear that diplomacy plays a crucial role in facilitating the establishment of space norms 
and standards through international cooperation and the process of building consensus. 
Technology, on the other hand, drives innovation in the space sector and has the potential to 
transform the way in which the space activities are approached. However, effective governance 
is essential to ensure the safe and sustainable use of space, especially in the face of emerging 
challenges and threats.
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Moving forward, it is vital to continue to work towards increased transparency and 
information-sharing, capacity-building initiatives, and multi-stakeholder approaches to space 
governance. The UN COPUOS, as a forum for international cooperation, has a critical role 
to play in this regard. Continued collaboration between governments, industry, academia, 
and civil society is essential to harness the potential of space activities while mitigating 
potential risks and challenges.

In conclusion, the interweaving of diplomacy, technology, and governance will continue 
to shape the future of space activities. It is crucial to recognize the importance of these 
elements and work together towards the common goal of a safe, sustainable, and peaceful 
use of outer space.
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